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EXECUTIVE SUMMARY

The Challenge
As global energy demands grow in parallel with climate change and energy security concerns, States are 
looking to nuclear power to satisfy their baseload electricity needs and reduce their reliance on carbon fu-
els. Nuclear new builds need to have comprehensive security measures incorporated into their planning, 
design, construction, and operations because the consequences of nuclear incidents can be grave – as the 
world has witnessed in Japan, the Ukraine, and the United States. Existing nuclear power plants were not 
designed to meet the challenges of today’s terrorist attacks. Governments, the private sector, and citizens 
all have an interest in incident-free facility operations that are efficient and profitable. However, current 
international oversight mechanisms are insufficient, and national oversight through domestic nuclear 
regulators is challenged by differing levels of experience and conflicting cultural norms. In addition, op-
erators are faced with implementing complex and sometimes conflicting guidelines with limited industry 
input and a corresponding lack of commercial motivation. 

An Opportunity
As the fourth and final Nuclear Security Summit approaches, it is time to energize nuclear security 
– in particular through new approaches. The summits have brought needed attention to the issue of 
nuclear security and have made some good progress in addressing selected risks. After the final Nuclear 
Security Summit in March 2016, a framework will be needed to sustain momentum. The imperatives for 
nuclear security and safety already exist in treaties, conventions, and UN Security Council resolutions; 
however, the details of how to implement the agreements often pose dilemmas. With the Amendment 
to the Convention on the Physical Protection of Nuclear Material likely to enter into force in 2016, and 
States looking for guidance on complying with its principles, the global community now has an oppor-
tunity to support a new framework of multistakeholder engagement to develop voluntary performance 
standards and to include industry in their development. Such standards could be used to demonstrate 
compliance with internationally agreed-upon principles. Financial and nonfinancial incentives could 
be structured to motivate voluntary compliance with these standards so that security can become a 
valuable commodity instead of an add-on cost.

Recommendation
Policymakers and governments need to facilitate the develop-
ment of a business case for nuclear security. Voluntary con-
sensus standards should be developed with direct input from 
stakeholders, starting with areas of critical interest to industry. 
The standards must be such that:

•	Operator adoption of the standards would mean that critical 
areas of risk are reduced and/or better managed, and, as a result, would assure more efficient, profit-
able nuclear operations that continue to be safe and secure. 

•	 Compliance with a standard would demonstrate the competence of the organization and its person-
nel and would reduce risks. Operators with verified standards compliance must be able to obtain 
commensurate external benefits in insurance terms, financings, rating-agency assessments, liability 
limitations, regulatory recognition, and/or public acceptance. 

Policymakers and 
governments need to 
facilitate the development 
of a business case for 
nuclear security. 
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Advocacy is needed to drive such an effort to adapt general State-level guidance from institutions such 
as the International Atomic Energy Agency (IAEA) into voluntary standards for operators that can be 
verified by a third party. Voluntary standards could be developed in selected areas of risk that are of 
highest interest to industry, such as cybersecurity, human-reliability assurance (e.g., integrated safety-
security culture, insider threat mitigation), and other areas including export controls. 

The World Institute for Nuclear Security (WINS) should lead a a working group of industry stakehold-
ers, including the World Nuclear Association (WNA) in this effort. Assistance could be provided via 
the International Framework for Nuclear Energy Cooperation (IFNEC) and/or from a consortium of 
regulators such as the Western European Nuclear Regulators Association and the Forum of Nuclear 
Regulatory Bodies in Africa and the US Nuclear Regulatory Commission (NRC). 

The project could also be pursued on an “incremental” basis through actual initiatives that are current-
ly being undertaken by private sector and governmental organizations. For example, IFNEC is taking a 
multinational approach to facilities for the disposition of spent power-reactor fuel. Such collaboration 
within IFNEC could provide an opportunity for industry and governments to seek consensus on all as-
pects of such a facility, including physical security, cybersecurity, and organizational culture standards. 
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NUCLEAR POWER FACES UNCERTAINTIES AND RISKS

Global nuclear expansion comes  
with increased concerns
The Fukushima incident in Japan caused countries to re-
think their current reliance on and future development of 
nuclear energy. However, many countries reaffirmed their 
commitment to nuclear development. Even the European 
Parliament’s Energy Roadmap 2050 agreed on the principle 
that nuclear energy would continue to play a large and sig-
nificant role in energy production.1 Nuclear is a large, stable 
baseload power source with low carbon emissions. The 2015 
joint report of the International Energy Agency and Nuclear 
Energy Agency notes that to meet the goal of limiting the rise 
in global temperature to two degrees Celsius by 2100, energy 
emissions need to be cut 50 percent by 2050; to achieve this, 

the nuclear power industry must double its capacity.2 Indeed, 65 power reactors are currently under con-
struction worldwide, with China accounting for the largest share of this increase. Countries from Egypt to 
Indonesia are considering nuclear power generation, and so-called newcomer countries with limited or no 
experience operating nuclear power reactors present even higher risks (see Appendix I). This expansion 
and the related increased commerce in nuclear materials raise the potential for future adverse incidents as 
well as the need for new ways to mitigate security and other risks. 

Some States with existing nuclear power facilities, as well as newcomers, are challenged by an array of gov-
ernance issues including regulatory capability, reputational risk, and human resource issues. Regulatory 
oversight is often initially placed within an atomic energy agency that promotes development, which is in 
potential conflict with regulatory enforcement, and safety and security oversight may reside in different 
State entities. Questions have also arisen about regulators’ relationships to plants under the build-own-
operate (BOO) model, such as Rosatom’s in Turkey,3 and which risks are increased or reduced in the BOO 
model.4 Furthermore, regulators and insurers have found that even within one country, behavioral norms 
can differ within each facility as a result of variations in management and oversight.

Challenges are plentiful. The industry has to contend with aging infrastructure and facilities, rapidly 
evolving cybersecurity challenges, and new plant designs. Even with security and safety built into some 
new plant designs, industry is apprehensive over the likely high cost of regulator-defined security af-
fecting the profitability of the developing small modular reactors. Furthermore, the escalating costs of 
new builds make nuclear facilities more costly to finance and thus to insure. 

Threats, vulnerabilities, consequences pose potentially high risks
These general concerns are all in addition to rising threats from malevolent actors that could target 
nuclear operations. Terrorist attacks against vulnerable populations have increased, with tragedies 
in many countries that could easily be translated into attacks against vulnerable targets.5 With Boko 
Haram and ISIL in or near countries that have or are considering nuclear facilities, and with the spread-
ing reach of all terrorists – including through cyber – potential threats increase. 

But how vulnerable are nuclear facilities to threats? One recent Harvard study finds: “There are still coun-
tries with: no on-site armed guards to protect nuclear facilities…; no required background checks be-

“In the 2D scenario, global 
installed capacity would 
need to more than double 
from current levels of 396 
GW to reach 930 GW in 
2050, with nuclear power 
representing 17% of global 
electricity production.”

INTERNATIONAL ENERGY AGENCY/
NUCLEAR ENERGY AGENCY, 2015
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Nuclear Power Faces Uncertainties and Risks

fore granting access to nuclear facilities and materials; and 
limited protections against insider theft. Few countries con-
duct realistic tests of their nuclear security systems’ ability 
to defeat determined and creative adversaries; and few have 
targeted programs to assess and strengthen security culture 
in each relevant nuclear organization.”6 Nuclear security is 
only as good as its last successful ability to prevent, detect, 
and respond to a nuclear security event. The global threat, 
planning, and coordination of recent terrorist attacks, such 
as those recently in Europe, only highlight the urgency.

Vulnerabilities are compounded by simple lack of aware-
ness. Although industry associations share information on 
safety, they often consider security information too sensitive 
to share and/or not within their purview. Considering cy-
ber risks, a Chatham House report notes that nuclear ener-
gy executives lack sufficient awareness of cyber threats and 
vulnerabilities due partly to a lack of information sharing 
both within the nuclear industry and with other industries; 
developing countries are particularly at risk given their lim-
ited resources to invest in cybersecurity.7 (See Appendix III 
for a sample of some incidents.) Most recently, one plant at 
the facility in Doel, Belgium, was sabotaged in 2014, and 
another plant was faced with a fire after an open-air trans-
former exploded in 2015.8 Transformers and the grid can 
be an issue as nuclear plants not only contribute power to 
the electric grid but also rely on electricity for running and 
maintaining their plant operations. 

The electric sector and nuclear facilities have indeed been targets. Two of the most infamous attacks 
to date have been: the 2013 sniper attacks on transformers supporting the electric grid in California, 
with an insider likely involved;9 and the 2007 attack – also with reported insider assistance – on a 
South African nuclear research facility that houses highly enriched uranium.10 The defense-in-depth 
approach that commercial power facilities generally follow allows for multiple, independent, redundant 
systems to protect against hazards; thus these events were not of high consequence.

Yet, incidents happen that defy the defenses. Emergency response plans limit consequences, but major 
events can displace populations – temporarily as with Three Mile Island, or longer term as with Chernobyl 
and Fukushima. Less considered but of important consequence is the possible loss of electric output from 
a plant, especially any long-term outages. For countries without an integrated, well-managed grid system, 
heavy reliance on a nuclear plant that suffers an outage could lead to incapacitating blackouts. 

Good practices need to be front and center
The potential for establishment of agreed-upon baseline good practices can help address some of these 
risks and reduce uncertainties associated with the expansion of nuclear power. Efforts to reduce some 
of the risks would be easier to undertake today than in the future. Currently there are only about 30 
countries operating commercial nuclear power plants. This number is likely to increase by about 50 
percent over the next 25 years, even without considering the development and potentially widespread 
use of small modular reactors in the future. 

“The August 19, 2006, 
shutdown of Unit 3 at the 
Browns Ferry nuclear plant 
near Athens, Alabama, 
demonstrates that not just 
computers, but even critical 
reactor components, could 
be disrupted and disabled 
by a cyber attack … The 
failure of these controllers 
was not the result of a 
cyber attack. However, it 
demonstrates the effect 
that one component can 
have on an entire PCS 
network and every device 
on that network. Combined 
with the Davis-Besse worm 
infection, the Browns 
Ferry shutdown presents a 
possible attack scenario.”

BRENT KESSLER, “THE VULNERABILITY 
OF NUCLEAR FACILITIES TO CYBER 
ATTACK,” CITED IN 2015 DHS REPORT
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CURRENT OVERSIGHT MUST BE AUGMENTED 
BY INDUSTRY SELF-REGULATION

Some guidance exists toward good 
practices — in principle
International conventions, UN resolutions, and many ini-
tiatives call for good nuclear safety and security. However, 
these provide very high-level guidance and few specifics. 
For example, UN Security Council resolution 1540 (2004) 
requires States to prevent proliferation through “appropri-
ate effective” measures to account for and secure WMD, 

their means of delivery, and related materials.11 The Amendment to the Convention on the Physical 
Protection of Nuclear Material, which applies to nuclear materials and facilities used for peaceful pur-
poses, requires States to apply certain “fundamental principles” that include “due priority” to a security 
culture in all organizations responsible for physical protection of nuclear facilities, and calls for “quality 
assurance” programs.12

Such high-level principles get translated into general support for the development of good practices. 
This general support starts with helping the State fulfill its responsibilities through the development 
of its laws and regulatory structure, and cascades down to some guidance for facilities themselves. 
However, the broad, general support means that States and operators may not know how to prioritize 
efforts or how to implement the requirements. 

For example, a sound regulatory regime requires an independent, competent, and capable regula-
tor with the requisite oversight and enforcement authority. The International Atomic Energy Agency 
(IAEA) helps develop and strengthen national regulatory regimes by providing support for cooperative 
regulatory networks13 and self-assessment tools of regulatory infrastructure for safety and regulator 
training.14 The IAEA also reviews the regulatory regimes in countries upon their request,15 while other 
organizations provide additional support. NEA, part of the Organization for Economic Cooperation 
and Development (OECD), has recently developed guidance on “The Characteristics of an Effective 
Nuclear Regulator,” and has produced many regulatory guidance documents.16 Despite these efforts, 
the lack of confidence in some regulators continues to challenge the reputation of the overall nuclear 
industry. The lack of transparency to stakeholders of IAEA assessments limits the pressure to truly 
change regulator structures/behaviors. Regulations and regulatory structures and facility operations 
tend to improve only after an incident occurs. Indeed, it took the Fukushima disaster for Japan to re-
form its regulatory structure to better ensure independence and to integrate safety, security, and safe-
guards oversight17 – yet some still question the ability of the new regulator to be independent.18 

Self-regulation can give traction to nuclear security guidance
Such regulatory assistance is part of a larger framework of support for nuclear safety and security 
that includes IAEA-developed safety standards and security principles as well as industry association 
guidelines and peer reviews. For safety, the IAEA further developed specific standards that address 
the “what” for general safety requirements, and are supported by technical documents to address the 
“how” for achieving those safety outcomes. The IAEA-developed security series is a similar series of 

Despite these efforts, the 
lack of confidence in some 
regulators continues to 
challenge the reputation of 
the overall nuclear industry. 
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documents that include “fundamentals” and “recommen-
dations” as well as “implementing guides” and “technical 
guidance” – notably omitting the term “standards.” 

Most IAEA guidelines are documents reflecting the con-
sensus of States. While industry input to guidance docu-
ments is valued, the IAEA’s mission is to work with its 
member countries. The responsibility of sharing the draft 
principles and obtaining feedback from industry lies with 
each member country. Some states have a systematic ap-
proach for obtaining industry input, but many do not. 
While the IAEA is making draft guidance more available,19 
private sector input is generally still lacking. Thus operator 
considerations do not weigh as heavily in the documents.

The IAEA’s guidelines are nonbinding, and are not enforce-
able unless a State adopts specific legislative authority imple-
menting the guidance – and then the State has to actually 
exercise enforcement. Because the guidance can be general, States’ actual implementation and enforce-
ment varies. In addition, recent letters from the chairman of the International Nuclear Safety Advisory 
Group note that countries themselves are not taking seriously enough their obligations to fortify their 
safety regimes, and that the risks and uncertainties to a facility involving externally initiated events need 
to be better considered.20 This raises the question of where the responsibility for high-quality performance 
should be placed if a State is not able to sufficiently execute its regulatory responsibilities and if operators 
are not motivated by IAEA guidelines they have had little input in developing. If troubling issues exist in 
the safety regime, issues for the security regime – a newer framework – certainly exist.

Independent of a regulator’s ability to represent the public’s interest in ensuring good nuclear opera-
tions, the operator has strict liability for facility operations per the international treaty regimes, and 
thus has an interest in ensuring high-quality plant operations. Although some may say operators are 
responsible for safety and the government is responsible for security, inevitably both safety and security 
are the day-to-day responsibility of the operator.21 A State will often define the level of security in terms 
of the maximum threat against which an operator has to defend, with the “design-basis threat” defining 
some of the physical security requirements for a facility22 along with some IAEA best practices for man-
aging them,23 but ultimately, maintaining a plant culture that values professional operations, including 
for security, is a responsibility of management. Self-regulation thus becomes of high importance.

In addition to the operator and the owner of the plant, the insurer and financer of the plant all have an in-
terest in ensuring plant performance without losses. As some treaty revisions increase liability limits, op-
erators have to look for additional insurance. And as costs of new nuclear power plants rise, owners and 
financers of the plants also have increased amounts at stake simply in property and business continuity. 

Nuclear operators are justifiably concerned about their return on additional security investments that 
may not translate into immediately measurable benefits. Effective incentives can help the private sector 
justify the costs of improved security, including cybersecurity, by balancing the short-term costs of ad-
ditional investment with commercial benefits. 

The IAEA’s guidelines  
are nonbinding, and are  
not enforceable unless 
a State adopts specific 
legislative authority 
implementing the guidance 
— and then the State 
has to actually exercise 
enforcement. Because 
the guidance can be 
general, States’ actual 
implementation and 
enforcement varies.
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PEER REVIEWS AND TRAINING  
HELP IMPROVE PERFORMANCE 

IAEA and industry support  
good practices
To be confident of a secure nuclear future, good operator 
performance must be built and sustained. The operators, 
those responsible for good plant performance, range from 
private companies to public utilities.24 In newcomer coun-
tries, the State government typically is the majority owner 
of the plant,25 with operations originally the responsibility 
of the initial contractor, overseen by a newly empowered 
regulatory authority.26

Some peer-review processes exist to educate operators and to evaluate performance at nuclear power 
facilities. Some drive change but some have less impact.

•	 The IAEA offers a multitude of review and support services,27 including to operating licensees.28 
However, these safety and security reviews are done only upon country request. These are unlike 
the International Civil Aviation Organization (ICAO) activities in which state contracting par-
ties have to submit to mandatory audits on a regular basis.29 Nonetheless, the IAEA has tried to 
establish a de facto norm of State reviews with scheduled follow-up missions to assess progress 
and with State publication of review results, in summary if not in full. Such a norm is an excel-
lent aspiration but may be hard to achieve unless States and facilities can be convinced of the 
benefits of doing this, beyond simple reputational ones. In addition, many more States have to be 
convinced to subject themselves and/or their facilities to time-consuming reviews.

•	 Nuclear industry self-regulation began when the Institute of Nuclear Power Operations (INPO)30 
was established by the US nuclear industry after the Three Mile Island accident in 1979. Promoting 
excellence, rather than simply complying with regulations, is fundamental to INPO’s role in rais-
ing nuclear power’s safety performance. Other key factors in effective self-regulation include 
gaining CEO and senior management personal support and engagement, and gaining industry-
wide support for safe and secure operations. INPO considers peer pressure to be one of its most 
effective tools for improving safety and performance. INPO conducts on-site plant evaluations 
approximately every two years, and requires a safety culture self-assessment in the years be-
tween the external reviews. INPO findings and ratings are confidential and are communicated 
only to the operator and the industry’s collective insurance company, Nuclear Electric Insurance 
Limited (NEIL). NEIL is not actually an insurance company, but an operator risk-sharing mu-
tual insurer. NEIL requires INPO membership as a condition of insurability, and it uses plant 
insurance evaluation ratings as a factor in setting insurance premiums. Operator training is 
independently accredited through the National Nuclear Accrediting Board, part of INPO’s over-
sight function. Because of the independence and influence of INPO reviews on insurers as well 
as on some plant manager and employee benefits tied to good INPO ratings, INPO can greatly 
incentivize improvements in operator performance.31

•	 The World Association of Nuclear Operators (WANO), established in 1989 after the Chernobyl 
nuclear plant disaster in 1986, promotes nuclear safety and reliability among nuclear power plant 

Some peer-review 
processes exist to educate 
operators and to evaluate 
performance at nuclear 
power facilities. Some drive 
change but some have less 
impact.
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operators around the world.32 Since the Fukushima nuclear disaster, peer inspections went from 
being voluntary every six years to being mandatory every four years as a condition of member-
ship. WANO also requires an internal assessment between reviews, as INPO does. Operators can 
be affiliated with different regional centers of WANO, not necessarily their local regional office. 
WANO is looking to have its regional offices be more consistent in their approaches. 

The IAEA traditionally has separated its safety and security functions and reviews. WANO only fo-
cuses on safety but recognizes that some areas, such as human reliability and cybersecurity, affect the 
safe performance of operators. INPO includes cybersecurity in its assessments.

WINS security training also helps performance
In addition to making good use of the review services, operators can improve performance through en-
gagement with WINS. Established in 2008, WINS is a nongovernmental organization whose mission is 
to improve the security of nuclear and radioactive materials.33 In 2014, it launched an Academy to begin 
to train and certify nuclear security professionals. The program is partly based on the obligations made 
by 35 States at a Nuclear Security Summit to ensure that all personnel with accountabilities for nuclear 
security are demonstrably competent. The WINS certification program is in its early stages (in the first 
year 600 people registered for the program from over 70 countries), and it is beginning to gather and 
analyze data to measure impact on participation through key performance indicators. As WINS rolls 
out its training programs, it hopes to be able to demonstrate measurable increases in organizational 
performance and reductions in risk. 

The ability to demonstrate a return on security investment associated with WINS certifications will 
enable insurers, financiers, and regulators to consider giving preferential terms to operators that have 
more staff who are security certified. Ideally, certification of security personnel will become an industry 
norm. Indeed, that is the hope. 

Broader benefits are harder to assess
With all the support for good practices and security train-
ings, what are the issues? 

The problem is multi-faceted. Much IAEA guidance exists 
in safety and security, but operators must sometimes make 
unclear trade-offs between safety and security. The IAEA 
performs reviews only upon State invitation. The WANO 
and INPO reviews look to develop overall good plant 
operations but do not place security as a priority within 
their mandates. All the reviews do not necessarily compel 
change. Transparency is lacking, thereby reducing confidence: an assessment is not generally shared 
unless the reviewed party decides to release it. Investments in security and in security training in par-
ticular are often considered costly investments – with potential gains not clearly evident.

If those who could provide benefits to operators were involved in developing and validating the good 
practices, a more secure nuclear future could be developed and sustained. 

If those who could provide 
benefits to operators were 
involved in developing 
and validating the good 
practices, a more secure 
nuclear future could be 
developed and sustained.
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MULTISTAKEHOLDER-DEVELOPED STANDARDS 
CAN DRIVE COMMERCIAL BENEFITS

Insurers can help develop standards
Security is expensive and operators face difficult trade-
offs between profitability, safety and security.  Insurance, 
if properly tailored, can be an important component of a 
security strategy. However, only in the case of a mutual in-
surer, such as the US-based NEIL, does the insurer perform 
a true risk-control function with clear benefits.34 In the US 
case, the interrelationship of INPO peer reviews and ac-
credited training, strong regulatory oversight,35 and a mu-

tual system for property and business continuity insurance make for a strong system that supports 
high-quality management and performance.36 This mutual risk-sharing program illustrates the advan-
tages of self-regulation. Mutual monitoring is incentivized because an operator with a substandard 
plant increases the financial exposure of all other operators. 

Internationally, insurers – more than operators – are interested in the performance of each other’s 
plants. With the longest history of insuring nuclear power, the US has the most well-developed nuclear 
insurance scheme – but even US insurers share risks with their overseas counterparts. Under the US 
Price-Anderson Act, the nuclear industry is required to maintain liability insurance to compensate the 
public in the event of a nuclear incident when there is a release of radiation above a threshold amount. 
While the cost of this insurance is borne by the industry, Price-Anderson sets a limit on liability, with 
any additional liability the responsibility of the government. Even with limited liability, nuclear insur-
ers take on significant concentrated risk. The United States, with the most nuclear power plants, has 
the largest capacity by far at $13.6 billion in liability insurance coverage. To manage this risk, insur-
ers form a domestic nuclear pool and also reinsure their domestic risks with foreign nuclear pools. 
Internationally, many pools reinsure each other.37 Typically an insurer looks at the specific risks being 
insured at a foreign facility before deciding to provide reinsurance, but this may also be evaluated on 
a percent-of-coverage basis if the insurer and the foreign insurer have previously agreed to terms and 
limits. This interconnectedness of risk creates an important mutuality of concern and motivation to 
reduce risk among insurers internationally. 

Insurers and reinsurers said they typically conduct a three- to five-day plant survey, and, depending on 
the facility, may be allowed read-only access to the WANO peer-review recommendations to assist in their 
assessment. Insurance terms for nuclear facilities do reflect risk to some extent. As one insurance industry 
executive explained, premiums follow a “U curve”: higher premiums for new entrants and/or new plants; 
lower premiums for stable, operating plants; and then higher premiums again for plants facing the end 
of their licensing period when maintenance investments may not yield economic benefits to the operator. 
While some insurers have denied or qualified coverage based on subpar plant surveys or concerns over 
WANO recommendations, insurers say that the market is competitive and that other less risk-averse in-
surers or reinsurers will take up the risk. As insurance premiums are a fraction of operating costs and do 
not generally rise to the director level to drive change, a better option for reducing risk would be to have 
operators adopt specified minimum standards as a precondition of insurance coverage. 

This model was adopted by the United Kingdom in its Cyber Essentials scheme. The insurance in-
dustry and the government developed basic, cost-effective cybersecurity controls that are required in 

This interconnectedness  
of risk creates an important 
mutuality of concern and 
motivation to reduce 
risk among insurers 
internationally.



Stimson Center  |  15

Multistakeholder-Developed Standards Can Drive Commercial Benefits

order to do business with the UK government. Adopters are gaining market advantage by demonstrat-
ing their cybersecurity awareness. Cyber Essentials certification is used by companies as evidence of 
the security protection they have in place.38 Cybersecurity is currently underinsured in nuclear indus-
try, and thus presents a good starting point for aligning industry, insurance, and other stakeholder 
goals. Procurement requirements would be more difficult to implement on an international basis. In 
the United States, a federal government effort is underway to help develop market incentives such as 
insurance to offset the costs of improved cybersecurity by balancing the short-term costs of additional 
investment with corresponding benefits.39

Nuclear insurance pools have indicated interest in participating proactively with other stakeholders in 
the area of cyber standards development so as to become more knowledgeable before providing cover-
age. Whether minimum standards in cyber or other areas could become required as part of insurance 
and reinsurance coverage – as a norm if not by explicit inter-insurer agreement – depends on whether 
multiple stakeholder groups come to the table to develop agreement on specific standards.

Financiers can help develop incentives
In addition to insurers, financiers can be important influencers of nuclear facility performance. Financing is 
the biggest obstacle for nuclear power projects, especially in this time of financial conservatism. Plant financ-
ings typically have certain performance requirements attached.40 Given the high cost of nuclear power plants 
and the outside financing provided even in the build-own-operate model, the effect of independent ratings 
organizations on loan costs can be significant, one industry lawyer noted. The challenge for financiers is the 
difficulty of pointing to specific performance assessments. The plant financers do their own audits, but, just 
as insurers noted, the financiers who were contacted would also be supportive of participating in a process in 
which certified compliance with voluntary consensus standards could reduce financial risk.41 

Multistakeholder engagement  
is needed to drive commercial benefits
With insurers, financiers, regulators, the IAEA, and asso-
ciation peers performing various reviews, some have noted 
the burdensome duplication of effort with multiple and sep-
arate assessments and self-assessments. A more integrated 
approach with enterprise-level risk management is needed 
in which important quality-management functions in a 
plant are considered holistically rather than separately.42 
Several industry experts have noted that operators should 
be taking an integrated approach to overall good plant per-
formance. One suggested, “It would be better to propose 
that they ensure that different functions are effectively in-
tegrated in practice and reviewed regularly to ensure that 
good practice is being followed by the responsible manage-
ment teams.” However, without integrated guidance (developed with industry input on good practices 
and insights on risk trade-offs), management can be hard-pressed to self-determine appropriate actions 
sufficient to garner insurer, financer, regulator, and others’ approval and concomitant benefits.

Security is undervalued by the market politically and economically. The risk-management questions at 
issue are: How much security are operators willing to buy when the return on investment is so hard to 
demonstrate in low-probability/high-consequence markets such as nuclear? How do corporate execu-
tives and decisionmakers justify increased security spending? 
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Standards are developed in order to reduce risk, to reduce liabilities and losses, and to allow for more 
consistency in/across operations.43 Insurers, lenders, and/or investors could require owners and opera-
tors to adopt minimum standards in specified areas as a precondition of insurance coverage or fund-
ing. Such an industry-led effort, which combines industry self-regulation with insurers and financiers 
as agents for improved nuclear security practices, would complement existing government efforts and 
international agreements. 

The insurance and finance industries are powerful market players whose imprimatur can help estab-
lish a business case for good security practices. Third-party inspections to international standards can 
provide a dynamic assurance process that verifies that preventive measures, good corporate governance 
measures, and infrastructure improvements are adopted to reduce risks of future attacks and disrup-
tions. This would help address current and emerging vulnerabilities and risks in global nuclear safety 
and security and level cultural norms and experience differences.
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GOOD STANDARDS CAN SAVE 
MONEY AND REDUCE RISKS

Compliance with a standard of care  
can reduce potential liabilities
The essential elements for successful voluntary standards 
include agreement among stakeholders about the risks, in-
cluding: who is liable for potential losses, the scope of the 
standards and their ability to constrain risks, and how com-
pliance with the standards is assured, including the degree 
of transparency in independent conformity assessments.

In the nuclear area, operators are strictly liable for third-
party damages.44 The public accepts much of the costs of 
incidents, as the existing limitations of liability in the in-
ternational treaties are a fraction of the potential total cost 
of a nuclear incident, and sometimes insurance coverage 
does not apply. The cleanup at Three Mile Island cost about 
US $1 billion and took 14 years. The estimated damages associated with Chernobyl will exceed $235 
billion.45 The much more complicated Fukushima cleanup46 will result in costs, including lost economic 
assets and opportunities, of up to $250 billion, according to a Japanese survey.47 

Nuclear liability regimes are only triggered when an incident occurs that results in releases of radiation 
above a threshold limit. Cases that do not involve radiological consequences, such as a loss of power 
due to impairment of the electric grid, could leave operators vulnerable to risk and potentially serious 
financial exposure. The escalation of cyber threats and potential for a systematic cyber and physical 
attack against the electric grid that causes cascading outages holds the potential for a massive and un-
insured liability for nuclear operators. In addition to the fact that such potential attacks are not covered 
by the special nuclear liability regimes, as noted, there is no insurance commercially widely available to 
cover the consequences of a catastrophic cyber attack to critical nuclear infrastructure. The losses in a 
worst-case scenario are too large to insure without government assistance. 

Organizations that store, use, and transport nuclear materials are charged with minimizing the threat 
of a terrorist event and controlling access to those materials. The magnitude of the potential conse-
quences requires clearly defined legal duties that can be communicated and understood by corporate 
executives and decisionmakers who make risk-management decisions. Voluntary consensus standards 
can be used to demonstrate due diligence that reasonable security steps were taken. 

The nuclear industry has some standards in addition to IAEA guidance documents. (See Appendix II for 
details on standards-development bodies that affect the nuclear industry.) Some of these standards are de-
veloped with a broad group of stakeholders, often with industry in the lead, through standards development 
organizations such as the American Society of Mechanical Engineers (ASME). In the United States, agencies 
are required to look to industry voluntary consensus standards in developing regulations. However, these 
standards are generally related to technical performance standards and not applicable to security.

The essential elements 
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Standards can be scoped to address selected risks
The key question is: Are there specific areas where industry could look to itself to lead in the develop-
ment of standards to reduce risks in areas of growing concern? In discussions with industry, regulators, 
associations, and other stakeholders, some areas were identified where voluntary consensus standards 
might be most beneficial, such as:

•	 Human-Reliability Assurance, broadly including:

▶ Insider-threat mitigation

▶ Safety and security culture48

▶ Other behavioral-monitoring programs

•	 Cybersecurity

•	 Export controls 

•	 New reactor security (especially of interest for smaller reactors)

Standards can demonstrate compliance with general prin-
ciples and/or performance objectives, and can help reduce 
liabilities while helping operators accrue benefits. 

In one area of human reliability assurance – that is, cul-
ture – much work is already being done but not yet in a 
coordinated way. INPO has developed safety culture 
guidelines,49 as has WANO.50 INPO’s Addendum I takes 
the guidelines to the next step and includes behaviors and 
actions that exemplify the traits.51 Then INPO provides a 
crosswalk between INPO and IAEA guidelines and NRC 

principles in its Addendum II.52 Meanwhile, the IAEA is updating its security culture guidelines and 
is publishing self-assessment and enhancement guides.53 The approaches to both safety and security 
assessments require extensive surveys and in-person interviews. Could these be combined not only 
to be more efficient but also to increase plant safety as well as security, especially given the trade-offs 
that sometimes need to be made between the two?

Regarding cybersecurity, in June 2015 the IAEA held a technical conference that attracted over 700 par-
ticipants.54 The Nuclear Energy Institute and the Nuclear Security Summit 2016 have a working group 
on cybersecurity55 and already have done much work in this area. Interestingly, cybersecurity is not 
unrelated to the other concerns mentioned above. Human reliability and security culture are the major 
elements driving cybersecurity,56 given that the majority of breaches come from human failings rather 
than from firewall or other technical issues.57 Aspects of regulator-required human reliability programs 
such as a fitness-for-duty assessment could be researched across regulators to determine where per-
formance was potentially most positively impacted by the program, and could help define or redefine 
international approaches.58 

In export controls and small modular reactor security, industry-supported development of standards 
could help address some public and regulatory concerns. 59

The IAEA does indeed have memoranda of understanding with selected international standards or-
ganizations. Some have noted that these are standards organizations with a one-country, one-vote 
system – such as the International Organization for Standardization (ISO) and the International 
Electrotechnical Commission (IEC) – that do generate international consensus but that also may lack 
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the weighted expertise of industry. In nuclear security in particular, however, where the IAEA does 
not set standards and other standards are few and far between, it would appear that more energetic 
steps are required. 

Verified standards compliance  
is needed to gain most benefits
Once agreement is reached among stakeholders on stan-
dards and their potential benefits, the final step to achiev-
ing the benefits of following standards is to show evidence 
of compliance. Standards implementation can be moni-
tored via self-assessment, via peer review, or – preferably to 
ensure independence and sustainability – via independent 
third-party certification. 

The simplest way to demonstrate compliance is via self-
certification. The IAEA has many self-assessment guides.60 
Self-certification, while less expensive than third-party certification, carries less credibility. Without 
an independent third party there is no unbiased appraisal or evidence that a thorough assessment has 
been conducted. However, one developer of a self-assessment guide noted that, “The survey process 
itself can help develop culture” – simply through increased awareness. Indeed, any facility that would 
make the effort to go through the extended process of a security self-assessment demonstrates prima 
facie concern for security. 

In terms of outside reviewers, as already noted, the IAEA, WANO, and INPO all perform respected in-
depth reviews, and WINS has developed peer review methodology and has experience in the field. The 
IAEA would like reviews such as its International Physical Protection Advisory Service missions, in 
which a State’s physical protection systems are compared to IAEA guidance and other best practices, to 
become the industry norm, with regularly scheduled follow-up reviews. WANO and INPO reviews are 
regularly scheduled. However, all three organizations do not have the mandate or authority to require 
compliance with the practices and norms they develop and use in their evaluation procedures. Because 
the reviews are not fully shared with other stakeholders, their usefulness in generating voluntary com-
pliance is limited; some levels of transparency would be needed to those potentially bestowing benefits. 

WANO is already working with INPO and others to consider where it can look to comparable third-
party reviews to evidence compliance with WANO good-practice guidelines.61 Some have suggested 
that different levels of information from these reviews might be able to be shared based on the stake-
holders’ needs and the potential benefits to the facility. However, others worry that the honesty of a peer 
or IAEA review could be lost if information is shared beyond the requesting party.

Third-party audits of performance with certification of compliance would be the most robust way to 
validate good performance. Independent audits of performance are not new. IAEA safety standards call 
for independent assessments and verification by those outside the reporting line being audited – not 
necessarily totally independent third parties.62 Independent third-party audits provide the most robust 
demonstration of compliance with standards. 

Compliance assessment details could be differentially shared
The benefits of standards and third-party verifications are being recognized. Independent assessments 
of an organization’s management system would, as one industry insider noted, “[D]rive consistency, 
spread good practice and establish benchmarks for diligence in compliance.” China and Lloyd’s Register 
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recently agreed to develop nuclear codes and standards for China’s floating nuclear reactors.63 Bureau 
Veritas plays a similar role in supporting clients’ conformance to existing codes and in inspecting and 
verifying compliance.64 Other Technical Support Organizations (TSOs) also play a major role in sup-
porting some nuclear regulators. However, security is often outside the realm of third-party audits 
because the information that in part forms the design basis threat is deemed confidential within a State.

Security standards and audits need not be so closely held. Information derived in a standards confor-
mity assessment could be shared on a graded basis according to stakeholder requirements. Assurances 
by third parties could be provided very generally to the public and then more specifically to various 
stakeholders. The most detailed information could be provided to regulators, who could also use com-
pliance with selected standards as demonstration of regulatory compliance and could provide some 
concomitant benefits themselves. 

Lessons can be taken from the financial services area, where cybercrimes in the payment card industry 
forged the development of security standards, independent compliance audits, and liability concessions 
nearly a decade ago.65 This was driven by rampant cybercrime in the financial sector. Unfortunately, in 
the nuclear field, as in others, risk-management actions are often taken retroactively.
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SELF-INTEREST IS KEY TO NUCLEAR STANDARDS 

Good Corporate citizenship is important but more is needed
If the major international organizations and associations in the areas of nuclear safety and security 
have neither the missions nor powers to ensure minimum good practices, then who does? Do the pro-
viders of nuclear power plants have any responsibility for good performance?

The Carnegie Endowment for International Peace, a nonprofit organization based in Washington, DC, 
launched the Nuclear Power Plant and Reactor Exporters’ Principles of Conduct in 2008 in order to 
“develop norms of corporate self-management in the exportation of nuclear power plants.”66 Updated 
twice since their inception, in 2011 and most recently in 2014, these regulations are formed through 
regularly convening leading vendors of civilian nuclear power plants, along with world-class nuclear 
experts. The principles include robust safety and security standards for participating organizations and 
speak to the need for integrating safety and security concerns. For example, in the latest draft, Goal 
2.11 states: “an integrated safety and security oversight organization is established with responsibility 
for establishing, monitoring, and continuously adjusting the balance among security, safety, emergency 
response, and efficient plant operation.” However, with only good corporate citizenship driving com-
pliance and without transparent third-party verifications to call noncompliant parties to account, the 
incentives for compliance are limited. 

Critical risks and standards’  
benefits need to be articulated
In summary, industry-driven voluntary consensus standards 
in selected areas could be developed where they would have 
the greatest potential impact for reducing risk. Indeed, the 
2014 Nuclear Industry Summit had working groups in sev-
eral important areas, and industry continues to work in areas 
such as cybersecurity in preparation for the 2016 Summit.67 
(To note the importance of work in some of these areas, 
Appendix III gives a few examples of security, cyber, and 
safety incidents that might have been averted with a better organizational culture, training, and/or per-
sonnel checks/reliability programs.68) 

The key benefits to industry from possible new industry-driven standards would be many, including: 

•	 To reduce human error, losses, and industrywide risks.

•	 To demonstrate compliance with national regulations, international guidance, and good practice, 
and to forestall additional regulation that would be shown to be unnecessary.

•	 To improve efficiency and effectiveness of oversight and to reduce plant-performance time lost to 
regulation. Industry knows its plants and what works on the ground. Standards would be designed 
to be efficient and effective, thereby making compliance easier.

•	 To identify and codify reasonable trade-offs among regulatory and best-practice imperatives. 

•	 To obtain regulator/insurer/financer acknowledgement of operator conformance with these stan-
dards to reduce liabilities, oversight, additional performance requirements and to provide the basis 
for better terms.

In summary, industry-
driven voluntary consensus 
standards in selected 
areas could be developed 
where they would have 
the greatest potential 
impact for reducing risk. 
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With so many imperatives – sometimes conflicting – for nuclear industry managers, judgments need 
to be made from among competing priorities. Safety and security need not be separate. Unfortunately, 
in the government and policy communities, safety and security are considered as entirely distinct con-
cerns with very little overlap in concept or requirements. However, at the level of the nuclear plant itself, 
both safety and security require awareness and compliance by the same actors – owners, management, 
and employees. At that level, safety and security need not be separate; in fact, they must not. The chal-
lenge for operators and their contractors lies in how to meet and demonstrate their compliance with 
the requirement for an integrated management system that includes many aspects of both safety and 
security. The IAEA recognizes this need.69

While financial and regulatory benefits are important, the importance also of industrywide risk reduc-
tion cannot be underestimated. As members of the 2014 Nuclear Industry Summit noted, “… [A] harm-
ful event involving nuclear materials anywhere can be considered to be a harmful event everywhere. 
…”70 Strengthening industry self-control can proactively prevent incidents, pre-empt reactive regula-
tion, and build overall public confidence in the nuclear industry. 
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INTERNATIONAL SUPPORT FOR 
INCENTIVIZED SECURITY STANDARDS

Governments and their regulators are supportive of industry initiatives to harmonize international 
standards, including security. The Hague Communique of the 2014 Nuclear Security Summit states the 
need to “develop a nuclear security culture, with a particular focus on the coordination of safety and 
security” and to “share good practices and lessons learned at [the] national, regional and international 
level.”71 Increasingly, leaders in the international community and from governments of developing as 
well as developed nations are voicing this same concern and calling for the setting of international 
standards. (See Appendix IV for some public statements, including from industry.) 

WINS raised the idea of insurance as an underutilized and understudied tool to incentivize nuclear 
security performance in a series of three roundtables and white papers from 2011-2013. This two-year 
governance project assessed the extent to which nuclear operators could be motivated by market incen-
tives such as insurance, loan preferences and liability management to improve governance over nuclear 
security. Recommendations included adjusting counterterrorist insurance pricing, loans, or credit rat-
ings for implementing voluntary security measures as a tool to elevate executive-level commitment to 
security spending. WINS also advocates increased board awareness of potential corporate and execu-
tive liability as a tool to influence decision making by incentivizing adoption of best security practices 
to avoid potential liability for risk-management decisions.72 

In the area of security culture, in particular, countries 
have issued strong statements of support. The Moroccan 
government stated that it is “convinced of the importance 
of promoting nuclear security culture” and, furthermore, 
acknowledged the importance of public-private sector and 
intergovernmental partnerships in this area, affirming that 
it will “spare no effort to strengthen the regional and inter-
national cooperation for the promotion of nuclear security 
culture between and among all stakeholders.”73 The United Arab Emirates’ IAEA progress report indi-
cates similar dedication to the “[the promotion] of a strong nuclear security culture ... at all regulated fa-
cilities.”74 Additionally, the G-8 saw cause to jointly address safety and security in the nuclear industry, 
and launched the Nuclear Safety and Security Group, whose inaugural meeting took place in Moscow 
in late February 2014.75 

Similarly, many countries have voiced recognition for the importance of nuclear security culture and 
activities, including training. To meet this need, South Africa announced the launch of a Nuclear 
Security Support Centre in 2014, stating the need for “sustainability of expertise in the nuclear security 
field” in the country as well as a coordinating mechanism for all nuclear-security-related activities.76 
Countries including Indonesia and Brazil have followed suit with similar announcements.77 

States must continue to look for innovative ways to sustain interest in nuclear security improvements 
and to build safety and security cultures that complement rather than conflict with each other. Industry-
led oversight through the development of voluntary standards that focus on selected areas, such as an 
integrated safety and security culture, could be one of the driving elements of an enduring nuclear 
safety and security architecture. 

However, many areas for multistakeholder-developed standards should be considered. In particular, 
the industry needs to start addressing the human element of security, not just the physical. In in-
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dustry worldwide, as noted in recent cyber assessments, 95 percent of all security incidents involve 
human error.78 

A 2015 Brazil-US workshop, “Strengthening the Culture of Nuclear Safety and Security,” noted 
the importance of taking a holistic approach to human factors and technology but also recognized 
the need to prioritize among efforts. It noted, “The regulatory structure needs modern risk analy-
sis techniques, which can identify unnecessary measures so that an organization can better priori-
tize resources.”79 Even for necessary measures, prioritization of efforts is important and should be 
risk-informed. Noting that the cumulative effects of regulation can potentially increase risks, the 
Nuclear Energy Institute. developed a safety prioritization tool to help prioritize facility activities 
and scheduling.80

One longtime industry stakeholder suggested that perhaps an overall “‘leadership risk manual” be de-
veloped that would be a board-level, “principles-based” checklist of requirements outlining senior-level 
responsibility and including key control documents that would help leadership manage risks, includ-
ing, for example, an enterprise risk management manual. That would indeed help direct management 
in assessing how to trade off among different actions.

With so many in agreement on the need for some form of standards, and with industry recognizing the 
potential benefits, the question only remains of how to operationalize such an effort so that risks are 
truly reduced. 
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CONCLUSIONS AND A PATH TO IMPLEMENTATION

The end of the Nuclear Security Summits in their current form means that new forums are needed to 
continue the focus on nuclear security – but not in isolation. Nuclear security is very much part of the 
overall quality management that covers activities from cybersecurity to human reliability assurance.

An effort is needed to develop voluntary consensus standards that can reduce risks in areas of concern 
to operators as well as to stakeholders who can provide benefits for compliance. This includes insurers, 
financiers, exporters, regulators, and the public. Independent third-party compliance with standards 
that have commercial advantage could be used as a tool to influence industry leaders to place a higher 
priority on security. Nuclear owners and operators could then better value security as an important 
commodity instead of as a drain on resources. Such a system of compliance with voluntary standards 
would not substitute for national supervision but would enhance confidence that the operators and 
their suppliers are implementing good practices. 

Challenges to such an endeavor – especially in the sensitive security area – do exist but can be overcome, 
as has happened already in the cybersecurity area in some industries/countries. Information from as-
sessment with voluntary standards could also be shared in a graded manner – for example, with some 
parties such as the regulators receiving the most knowledge regarding compliance with standards, with 
others such as the insurers and financiers receiving less confidential but sufficient information needed 
to provide benefits, and still others such as the public receiving general assurances. 

The issue then becomes who would champion such an effort. WINS is already taking the lead in devel-
oping certified training programs for all levels of nuclear industry management that could, when more 
fully established, become accepted as a standard for the industry in terms of assuring quality personnel. 
If more fully funded and developed, the WINS certification program could be one of the leading indica-
tors in demonstrating compliance with a quality performance standard. A broader standards effort will 
require cooperation among WINS, IAEA, WANO and WNA to bring in other relevant stakeholders 
to identify areas to target for standards development. This paper has already mentioned some areas of 
industry interest, for example, human-reliability assurance (insider-threat mitigation, safety and secu-
rity culture), cyber security, export controls and security for small reactors. The effort could begin by 
leveraging and further developing some existing areas of interest and engagement.

Assistance to such an effort could be provided via the International Framework for Nuclear Energy 
Cooperation (IFNEC), a forum of 32 countries and additional observers established to promote cooper-
ation in the development of efficient, secure nuclear energy. It could also be provided from a consortium 
of regulators such as the Western European Nuclear Regulators Association and the Forum of Nuclear 
Regulatory Bodies in Africa, and the US Nuclear Regulatory Commission. 

Although we have explored the potential for voluntary consensus standards and stakeholder incentives 
for verified compliance primarily in nuclear power plants, such initiatives must also be explored in oth-
er nuclear areas – from transport to research reactors – to consider the possible benefits of independent 
voluntary standards leading to better, more publicly assured performance. Finally, the issue of personal 
accountability and liability also deserves further exploration as individuals in board and management 
positions are ultimately responsible for assuring insurers, financiers, regulators, international institu-
tions, and the public that nuclear energy can indeed be secure in and for its future. 

There has been much talk about the need for standards. It is time for action. The threats and challenges 
abound, the global energy demands are unabated, and the international nuclear security regime re-
quires innovative security solutions at the operational level. Let us begin.
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APPENDIX  I: STATUS OF  
EMERGING NUCLEAR COUNTRIES

Countries developing or beginning to develop nuclear power have also been developing their regulatory 
capacity, including with the help from the IAEA and others.81 The chart below represents countries that 
have no current power reactors but anticipate developing nuclear power. Their experience with nuclear 
research reactors is also noted.

Note that Past Research Reactors include those that are decommissioned or shutdown, and Present 
Research Reactors are operational or temporarily shut down. Note also that Lithuania for many years had 
operated nuclear power reactors, but these were shut down in response to concerns about their design.

Countries with Limited/No Nuclear Experience

Country
Past/Present 

Research Reactors
Power Reactors 

Under Construction

Power 
Reactors 
Planned

Power 
Reactors 
Proposed

Bangladesh 0/1 0 2 0
Belarus 1/3 2 0 2

Chile 1/1 0 0 4

Egypt 0/2 0 2 2

Indonesia 0/3 0 1 4

Israel 0/2 0 0 1

Jordan 0/1 0 2 N/A

Kazakhstan 0/4 0 2 2

Korea DPR (North) N/A 0 0 1

Lithuania N/A 0 1 0

Malaysia 0/1 0 0 2

Poland 4/1 0 6 0

Saudi Arabia 0/0 0 0 16

Thailand 0/1 0 0 5

Turkey 2/1 0 4 4

UAE N/A 4 0 10

Vietnam 0/1 0 4 6

Sources: International Atomic Energy Agency (IAEA). “Research Reactor Database.” Accessed November 18, 2015. http://nucleus.
iaea.org/RRDB/RR/ReactorSearch.aspx?filter=0.; World Nuclear Association (WNA). “World Nuclear Power Reactors & Uranium 
Requirements.” Last modified November 3, 2015. Accessed November 18, 2015. http://www.world-nuclear.org/info/Facts-and-
Figures/World-Nuclear-Power-Reactors-and-Uranium-Requirements/; World Nuclear Association (WNA). “Nuclear Power in 
Lithuania.” Updated September 2015. Accessed November 19, 2015.
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APPENDIX II: NUCLEAR QUALITY  
STANDARDS-DEVELOPMENT BODIES 

Consensus standards for the nuclear industry are designed to improve and standardize the technical 
performance, safety, and security of nuclear power plants, and are developed by government regulators 
and international and national nongovernmental organizations. The following is a non-exhaustive list 
of organizations, including some standards-development bodies, that are involved in creating stan-
dards or best practice guidelines or recommendations related to nuclear power plant operations for a 
multinational audience. An explanation of each body’s work is included along with a link to more in-
formation on the relevant standard or organization. A separate list of selected national level standards-
developments bodies is also included; many of the organizations listed are also that nation’s representa-
tive member of ISO. 

Name Explanation Link

American Society for 
Mechanical Engineers 
(ASME)

NQA-1: Third-party certification of conformance 
with Quality Assurance Requirements for Nuclear 
Facility Applications

https://www.asme.org/shop/certification-
accreditation/nuclear-quality-assurance-
nqa1-certification 

American Nuclear Society 
(ANS)

Standards cover topics related to nuclear power plant 
operations, technical specifications, safety, and security http://www.ans.org/standards/

ASTM International 

ASTM publishes a wide variety of standards on 
nuclear technology; see C26 Technical Committee on 
Nuclear Fuel Cycle and E10 Committee on Nuclear 
Technology and Applications

http://www.astm.org/Standards/nuclear-
technology-standards.html

Electric Power Research 
Institute (EPRI) 

Publishes research, best practices, and standards; see 
EPRI Materials Reliability Project (MRP) and BWR 
Vessel and Internals Project (BWRVIP)

http://www.epri.com/Our-Work/Pages/
Nuclear.aspx

Links to EPRI reports:
http://www.epri.com/Our-Work/
Documents/Nuclear/NEI%2003-08%20
Document%20List.pdf

International 
Electrotechnical 
Commission (IEC) 

TC 45: Technical Committee (TC) on nuclear 
instrumentation

http://www.iec.ch/dyn/www/
f?p=103:30:0::::FSP_ORG_ID,FSP_
LANG_ID:1244,25

SC 45A: Subcommittee (SC) on instrumentation, 
control, and electrical systems of nuclear facilities

http://www.iec.ch/dyn/www/
f?p=103:23:0::::FSP_ORG_ID,FSP_
LANG_ID:1358,25

Institute of Electrical and 
Electronics Engineers 
(IEEE)

Nuclear Power Engineering Committee (NPEC): 
Technical Committee within the IEEE, works on 
all nuclear-power-related technical and standards-
writing activities

All nuclear power standards:
http://standards.ieee.org/findstds/stan-
dard/nuclear_power.html
NPEC:
http://grouper.ieee.org/groups/npec/
index.html

International Laboratory 
Accreditation Cooperation 
(ILAC)

Develops performance and monitoring standards 
and practices for quality assurance of calibration and 
testing services; publishes guidance, policy, and rules 
documents

http://ilac.org/publica-
tions-and-resources/
publications-list/
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Institute of Nuclear 
Materials Management 
(INMM)

N14 and N15 standards committees: N14 prepares 
standards on packaging and transportation of 
radioactive materials and non-nuclear hazardous ma-
terials, N15 creates standards on methods of nuclear 
material control

http://www.inmm.org/N_15.htm

Institute of Nuclear Power 
Operations (INPO)

INPO establishes performance objectives, criteria, 
and guidelines promoting safety and reliability in 
operation of nuclear power plants

http://www.inpo.info/AboutUs.htm

International Commission 
on Radiological Protection 
(ICRP)

Provides recommendations and guidance on radia-
tion protection http://www.icrp.org/publications.asp

International Organization 
for Standardization (ISO)

ISO/TC 85: Technical Committee develops and is 
responsible for many standards on nuclear energy, 
nuclear technologies, and radiological protection

http://www.iso.org/iso/iso_technical_
committee%3Fcommid%3D50266

ISO 9001: Quality management http://www.iso.org/iso/iso_9000

ISO 14001: Environmental management http://www.iso.org/iso/home/standards/
management-standards/iso14000.htm

North American Electric 
Reliability Corporation 
(NERC)

NUC-001-2.1: Nuclear plant interface coordination, 
currently mandatory standard in US

http://www.nerc.com/pa/Stand/
Reliability%20Standards/
NUC-001-2.1.pdf

Nuclear Quality Standard 
Association (NQSA) 

NSQ-100: Nuclear quality, nuclear safety, and project 
quality standard

http://www.nqsa.org/nsq-100-standard/
nsq-100.html

World Institute for Nuclear 
Security (WINS) 

Publishes international best practices guides on 
nuclear security management; WINS is certified by 
ISO 9001 (quality management) and ISO 29990:2010 
(professional development training) 

https://www.wins.org/index.
php?article_id=120
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Appendix II: Nuclear Quality Standards-Development Bodies  

Selected National- 
Level Standards-
Development 
Bodies

Explanation Link

China Standardization Administration of the PRC (SAC) http://www.sac.gov.cn/sacen/

France Association Française de Normalisation (AFNOR)

http://www.afnor.org/en/
core-activities/standardiza-
tion/standardization-mis-
sion-overview

Germany
Nuclear Safety Standards Commission/
Kerntechnischer Ausschuss (KTA)

http://www.kta-gs.de/wel-
come_engl.htm

German Institute for Standardization (DIN) http://www.din.de/en 

Russia Federal Agency on Technical Regulating and 
Metrology (GOST R)

http://www.gost.ru/wps/
portal/en

South Africa South African Bureau of Standards (SABS) https://www.sabs.co.za/

South Korea Korean Agency for Technology and Standards (KATS) http://www.kats.go.kr/en/
main.do

UK British Standards Institution (BSI) http://www.bsigroup.com/
en-US/Standards/

USA
American National Standards Institute (ANSI)

http://www.ansi.org/
standards_activities/stan-
dards_boards_panels/nescc/
overview.aspx?menuid=3

National Institute of Standards and Technology (NIST) http://www.nist.gov/index.
html 

 

Full diagrams explaining the national standards systems for several countries including the United 
States, Korea, and Canada are available from the American National Standards Institute at this site: 
http://www.ansi.org/standards_activities/international_programs/critical_issues.aspx?menuid=3. 
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APPENDIX III: SAMPLE NUCLEAR SAFETY 
AND SECURITY CULTURE INCIDENTS 

Nuclear Power 
Plant Location

Insider Incidents Result

Doel, Belgium

(5 August 2014)

An insider tampered with the system used for emptying oil from 
the turbine and caused an oil leak and three reactors to shut down. 
The damaged turbine reportedly cost $37 million to repair, and the 
continual shutdown had an impact of about $44 million per month on 
net recurring income.82

Damaged sys-
tems, temporary 
shutdown

San Onofre, USA

(21 October 2012)

A plant operator discovered that engine coolant had been poured 
into an oil reservoir on an emergency-backup diesel generator, which 
would have likely caused the generator to malfunction if it had been 
needed to help cool the reactor during a power failure. The damage 
to this crucial piece of safety equipment was suspected sabotage, pos-
sibly by an employee.83

Damaged safety 
systems

Juzbado, Spain

(September 2007)

Guards at a fuel-element-producing facility found uranium tablets 
along a perimeter fence, in what authorities believe was an attempt by 
a member of the workforce to smuggle the goods out of the complex.84

Potential theft for 
illicit trade

New Jersey, 
Pennsylvania, and 
Maryland, US

(2002-2008)

American Sharif Mobley, suspected member of terrorist group 
al-Qaida in the Arabian Peninsula, spoke openly of militant views 
while working as a contractor at six nuclear plants in three states. He 
reportedly had clearance for unescorted access to protected and vital 
areas inside of the plants, which requires background checks and 
psychological assessments every five years. He was arrested in Yemen 
in 2008 and remains imprisoned.85

Weak employee 
screening and 
reporting mecha-
nisms resulted in 
vulnerability to 
malicious activity

Koeberg, South 
Africa

(25 December 2005)

While the generator was being powered up after scheduled refueling and 
maintenance, a loose bolt, left inside the generator, caused severe damage 
and forced the plant to be shut down in a case of suspected sabotage.86

Damaged machin-
ery, temporary 
shutdown

Bradwell, UK

(January 2001)

A security guard attempted to breach a computer system at a nuclear 
site to alter sensitive information. Later it was discovered that the 
guard had never been vetted before starting at the plant, and he had 
two undisclosed criminal convictions.87 

Weak employee 
screening resulted 
in vulnerability to 
malicious activity

Nuclear Power 
Plant Location Cyber Incidents Result

Monju, Japan

(2 January 2014)

A control room computer was compromised with malware after an 
employee updated a free computer program application. More than 
42,000 confidential emails and training reports were made available.88

Information theft

Gori & Wolsong, 
South Korea

(15 December 2014)

A hacker accessed internal data such as blueprints, floor maps, 
radiation-exposure estimates, air-conditioning and cooling systems, 
manuals, and personal information on 10,000 employees through 
the operator’s website. The hacker released five leaks on Twitter and 
threatened to leak further information unless the reactors were shut 
down. The plants subsequently conducted large-scale drills to prepare 
for a cyber attack.89

Information 
theft and public 
disclosure
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NRC, US 
(2014)

A Nigerian money-scam email was sent to more than 5,000 NRC 
employees stating the need to install system updates requiring their 
account information. Eight employees accessed the link and provided 
their login information.90 

Information theft

Nationwide, US

(2012)

The US Department of Homeland Security (DHS) reported that there 
were six cyberattacks on nuclear companies in 2012 that compro-
mised their enterprise networks and in some cases stole data.91

Information theft

Hatch, Georgia, US

(8 March 2008) 

After an unapproved software update was installed on a single com-
puter and critical systems were suspected to be compromised by mal-
ware, a plant was forced into an emergency shutdown for 48 hours.92

Temporary 
shutdown

Davis Besse, 
Ohio,US

(January 2003)

Malware, sourced from a consultant’s network, infected the computer 
systems of the corporate network of the licensee for the plant, and from 
there infected the process control network. The malware clogged the 
corporate and control networks so that for four hours and 50 minutes 
plant personnel could not access the Safety Parameter Display System.93

Temporary shut-
down of critical 
safety features

Nuclear Power 
Plant Location Safety Incidents Result

Hanbit, South Korea

(November 2012)

More than 5,000 small components used in the five reactors had not 
been properly certified; eight suppliers faked 60 warranties for the 
parts. Two reactors were shut down for component replacement.94 

Temporary 
shutdown

Fukushima, Japan

(11 March 2011)

The cooling system at the reactor failed shortly after a magnitude-9.0 
earthquake and resulting tsunami caused emergency generators to 
flood. This led to an explosion, which caused one of the buildings to 
collapse. Two more explosions and a fire had officials and workers at 
the plant struggling to regain control of four of the six reactors. The 
fire was eventually contained, but not before the incident released 
radioactivity directly into the atmosphere and contaminated the 
groundwater. According to the National Diet of Japan Fukushima 
Nuclear Accident Independent Investigation Commission’s of-
ficial findings report, the “root causes were the organizational and 
regulatory systems that supported faulty rationales for decisions and 
actions,” and there was failure to “correctly develop the most basic 
safety requirements.”95

Massive radiation 
leaks, shutdowns, 
and public 
displacement

Asco, Spain

(November 2007)

Radiation leaked when an inexperienced worker dumped radioactive 
waste in a pool of cooling water. Two plant directors were fired for cov-
ering up the incident for months before it became public in early 2008.96 

Radiation leak

Forsmark, Sweden

(25 July 2006)

A short circuit in the switchyard caused severe disturbance to the 
electrical systems as a result of work there not being carried out in the 
correct manner. Forsmark reviewed its safety culture and “concluded 
that there had been a gradual deterioration over the last few years.”97

Temporary 
shutdown

Japan

(Summer 2003)

TEPCO was forced to temporarily close all 17 of its nuclear power 
plants across Japan after admitting it had faked safety inspection 
reports for more than a decade.98

Temporary 
shutdowns
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APPENDIX IV: INTERNATIONAL SUPPORT FOR 
NUCLEAR SECURITY STANDARDS HARMONIZATION

Over the past several years, support has been growing in the international community for the develop-
ment of a standards regime – voluntary or involuntary – dealing directly with issues of nuclear secu-
rity. Several recent stakeholder summits, including the 2014 Nuclear Industry Summit and the 2014 
Nuclear Security Summit, have called for such frameworks to be established. The 2016 Nuclear Security 
Summit appears to be geared toward such international standards harmonization and accountability. 
In addition, nongovernmental groups have expressed support for a similar plan of action regarding 
standardization.

Author: 
Document

Statement Link

Nuclear Industry 
Summit 2014: “NIS 
2014 Joint Statement”

“Specifically, the recommendations include:

Incorporating national and international guidance and good 
practices in the implementation of nuclear security measures, 
including security-by-design for both physical and cyber secu-
rity provisions,

Acknowledging that sharing good practices has long been a 
strength of the nuclear industry and has resulted in improved 
safety and operations, to extend this spirit of international 
cooperation, information exchange and review for nuclear 
security to the extent possible under national laws, …

Pursuing discussions in different forums, including collabora-
tion between States and industry, on managing the dynamic and 
international cyber security threats and extending the discus-
sions to operational standards to provide a common frame-
work for the nuclear industry.”

https://www.nis2014.
org/uploadedfiles/
nis2014-jointstate-
ment_final.pdf 

 

Nuclear Industry 
Summit 2014: “Report 
of Working Group 
2 – Managing Cyber 
Threat” 

“IAEA recommendations, guidance and ultimately/eventually in-
ternational standards for cyber security in the Nuclear Industry 
could serve as a base to improve the national regulatory environ-
ment in nuclear security, leading to a solution to balance risks and 
reach effective, pragmatic regulations.” (Point 5.1, p. 12)

“Nuclear industry participants of the Working Group are pro-
posing the following recommendations (or good practices) to 
increase the level of cyber security:

Pursue discussions at IAEA level with a view towards establish-
ing common guidelines related to the cyber security of Nuclear 
facilities and supporting infrastructures and ultimately extend 
these discussions to eventually include generally accepted 
standards providing a common framework for the industry. …” 
(Point 6, p. 16)

https://www.nis2014.
org/uploadedfiles/
nis2014-wg2report_
mct_final.pdf 
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Nuclear Security 
Summit 2014: “The 
Hague Nuclear 
Security Summit 
Communiqué”

“We encourage States, regulatory bodies, research and technical 
support organisations, the nuclear industry and other relevant 
stakeholders, within their respsective responsibilities, to build such 
a security culture and share good practices and lessons learned at 
[the] national, regional and international level.” (Point 6)

“We recognize the need for a strengthened and comprehensive 
international nuclear security architecture, consisting of legal 
instruments, international organizations and initiatives, inter-
nationally accepted guidance and good practices.” (Point 8)

“We reaffirm that nuclear safety measures and nuclear security 
measures need to be designed and managed in a coherent and 
coordinated manner in the specific areas where nuclear security 
and nuclear safety overlap. In these areas, efforts to further 
improve nuclear security might benefit from experience gained 
with nuclear safety. We emphasize the need to develop a nuclear 
security culture, with a particular focus on the coordination of 
safety and security. Sharing good practices, without detriment 
to the protection of sensitive information, might also be benefi-
cial.” (Point 25) 

https://www.govern-
ment.nl/documents/
directives/2014/03/25/
the-hague-nuclear-
security-summit-
communique

Nuclear Security 
Summit 2014: 
“Statement on Nuclear 
Information Security: 
Progress Update”

“Ahead of the 2014 Nuclear Security Summit, the supporting 
States have reaffirmed the importance of comprehensive action 
to ensure the effective protection of sensitive nuclear informa-
tion, and their commitments to:

Developing and strengthening national measures, arrangements 
and capacity for the effective management and security of such 
information;

Enhancing their related national security culture;

Engaging with national scientific, industrial and academic com-
munities to further raise awareness, develop and disseminate 
best practice, and increase professional standards;

Supporting, drawing on and collaborating with the IAEA, other 
key international organizations and partner countries to facili-
tate mutual achievement of these aims.” 

http://conferences.
wcfia.harvard.edu/
files/nuclearmatters/
files/statement-on-
nuclear-information-
security-uk_gb_2014.
pdf?m=1446142183
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Nuclear Security 
Summit 2014: 
“Strengthening 
Nuclear Security 
Implementation”

“The current and previous Summit hosts (NL, ROK, US) have 
launched a concrete initiative that allows States (hereafter 
referred to as “Subscribing States”), at their own discretion, to 
subscribe explicitly to the essential elements of a nuclear security 
regime and to commit to the effective and sustainable imple-
mentation of the principles therein.

Such commitment does not alter the non-binding status of 
the Nuclear Security Summit documents. States may commit 
themselves voluntarily to implement the intent of the individual 
recommendations.

The proposed joint statement … contains a commitment to 
embed the objectives of the nuclear security fundamentals and 
the IAEA recommendations in national rules and regulations 
and to host peer reviews to ensure effective implementation. …

… The aim of this initiative is to demonstrate progress made in 
improving nuclear security worldwide following the Nuclear 
Security Summit in The Hague in 2014. Public commitment to 
subscribe to the fundamentals of the nuclear security and to 
commit to meet the intent of the recommendations contained 
in the IAEA Nuclear Security Series and the Code of Conduct 
should result in improved nuclear security. Such a commitment 
could also serve as a role model worldwide of excellent and 
transparent behaviour.” (1-2)

http://nuclearsecu-
ritymatters.belf-
ercenter.org/files/
nuclearmatters/files/
strengthening-nu-
clear-security-imple-
mentation_gb_2014.
pdf?m=1446142276

European Commission 
Delegation to the 
Nuclear Security 
Summit 2014: “EU 
Efforts to Strengthen 
Nuclear Security: 
Joint Staff Working 
Document” 

“TOWARDS EU CBRN STANDARDISATION

In May 2011, the European Commission and the EFTA 
(European Free Trade Association) states launched Mandate 
M/487 to the European Standardisation Organisations: CEN, 
CENELEC and ETSI. The scope of the Mandate is the analysis 
of the current security standards landscape in Europe, taking 
into account the legislative background, issuing recommenda-
tions on the full range of standards needed and drawing a 
roadmap for standardization in security. On this basis, a work 
programme for the definition of European standards and 
other standardization deliverables in the area of security will 
be developed. The programme will take into account all aspects 
linked to the different specific products, systems, procedures and 
protocols that should be covered by security standards, to assist 
the EU in ensuring that security is consistently addressed in the 
relevant areas. This Mandate is exclusively focused in civilian 
applications.

The Objectives of the Mandate are:

Increasing the harmonization of the European security market 
and reducing fragmentation, with the establishment of a set of 
comprehensive European standards. … ” (p. 18-19)

https://ec.europa.eu/
jrc/sites/default/files/
swd-2014-107-nuclear-
security-final.pdf

White House: 
“Statement by the 
Press Secretary on the 
2016 Nuclear Security 
Summit, August 10, 
2015”

“The United States seeks a strengthened global nuclear security 
architecture that is comprehensive, is based on international 
standards, builds confidence in nations’ nuclear security 
implementation, and results in declining global stocks of nuclear 
weapons-usable materials. We cannot afford to wait for an act of 
nuclear terrorism before working together to collectively raise 
our standards for nuclear security.”

https://www.white-
house.gov/the-press-
office/2015/08/10/
statement-press-sec-
retary-2016-nuclear-
security-summit 
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Nuclear Security 
Governance Experts 
Group: “Preventing 
Weak Links in 
Nuclear Security: A 
Strategy for Soft and 
Hard Governance”

“Over the long-term, ‘phase-in’ measures could be pursued to 
significantly strengthen and modernize the international nuclear 
governance framework, such as:

Establishment of international nuclear standards to cover 
nuclear safety, nuclear security, accounting and control …” (p. 3)

“For nuclear security, financial and reputational incentives are 
likely to be the most important elements driving additional self-
regulation.” (p. 8)

“Support has been growing for the pursuit of new actions to 
eliminate weak links in the nuclear security regime, including 
greater international harmonization of nuclear security stan-
dards, confidence-building through non-sensitive information 
sharing, the concept of continuous improvement, and culturally-
sensitive peer review.” (p. 13)

http://www.stan-
leyfoundation.org/
publications/report/
NSGEG_SPC_Rpt314.
pdf 

Fissile Materials 
Working Group: 
“The Results We 
Need in 2016: Policy 
Recommen-dations 
for the Nuclear 
Security Summit”

“The international nuclear security regime has significant gaps: 
There are no binding standards, no built-in peer review process, 
and no mechanism to assess and improve the system as a whole 
… much more attention to the universal implementation of 
standards and best practices is needed” (p. 22)

“International standards that are applicable for security ar-
rangements are relatively young, and the culture of applying 
them shows wide implementation differences … the desired 
potential to strengthen standards and build confidence, both 
regionally and with the public, has not been realized. Other 
international standards and review systems for aviation safety 
and security with more mandatory and universal arrangements 
(e.g., the International Civil Aviation Association) offer useful 
precedents for the nuclear sector.” (p. 24-25)

Recommendation D: “Incentives. Identify mechanisms to dem-
onstrate and reward good performance and practices.” (p. 25)

http://www.fmwg.org/
FMWG_Results_We_
Need_in_2016.pdf 

US-Korea Institute 
at SAIS: “Nuclear 
Security: Seoul, the 
Netherlands, and 
Beyond”

“Use voluntary regimes to improve performance. NSS partici-
pants should be considering alternative structures that cre-
ate strong incentives for better regime-wide performance. 
Financial, reputational, and accreditation incentives have been 
used in other industries to raise performance above legal man-
dates.” (p. 15)

“Assessing the current nuclear security architecture has left 
many with the impression that the current patchwork of instru-
ments does not provide coverage commensurate with the threat. 
A more comprehensive approach is needed that includes greater 
transparence, accountability, and cohesion. Support in the NGO 
community is growing for baseline security standards, uni-
versalization of the existing regimes structures, and HEU and 
plutonium guidelines” (p. 31)

http://uskoreainsti-
tute.org/research/
special-reports/
nssreport100313/ 
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The Challenge: As global energy demands grow in parallel with concerns over cli-
mate change and energy security, States are looking to nuclear power to satisfy their 
baseload electricity needs and reduce their reliance on carbon fuels. Given the in-
creasing terrorism threat and the potentially high consequences from nuclear in-
cidents, comprehensive security measures are especially important for this critical 
infrastructure. However, operators are faced with implementing complex and some-
times conflicting guidelines for security and safety developed with limited industry 
input. In addition, international oversight mechanisms are insufficient, and national 
oversight through domestic nuclear regulators is challenged by differing levels of ex-
perience and conflicting cultural norms.

An Opportunity: After the 2016 Nuclear Security Summit, a framework will be 
needed to sustain momentum toward improved nuclear security. The imperatives for 
nuclear security and safety already exist in treaties, conventions, and UN Security 
Council resolutions; however, the details of how to implement the agreements often 
pose dilemmas. With the Amendment to the Convention on the Physical Protection 
of Nuclear Material likely to enter into force in 2016, and States looking for guidance 
on complying with its principles, the global community now has an opportunity to 
support a new framework of multistakeholder engagement to develop voluntary per-
formance standards and to include industry in their development. Such standards 
could be used to demonstrate compliance with internationally agreed-upon princi-
ples. Financial and nonfinancial incentives could be structured to motivate voluntary 
compliance with these standards so that security can become a valuable commodity 
instead of an add-on cost. A real public-private partnership for nuclear security can 
be established.

NUCLEAR ENERGY:  
SECURING THE FUTURE
A CASE FOR VOLUNTARY CONSENSUS STANDARDS


